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Security

| NFORMATI ON SYSTEMS SECURI TY MONI TORI NG

Thi s suppl enment applies to Headquarters, Arny Materiel Comrand
(AMC), AMC Maj or Subordi nate Conmands (MSC), Separate Reporting
Activities (SRA), including subordinate installations and
activities, and AMC program product and project managers. It
prescri bes policies and procedures for establishing and managi ng
an AMC I nformation Systens Security (1SS) Monitoring program

Thi s suppl ement may NOT be further suppl enented wi thout prior
witten approval fromthe Deputy Chief of Staff for Intelligence
(DCSI NT), Headquarters, U S. Arny Materiel Comrand. One copy of
al | approved supplenents will be provided to the DCSINT, ATTN:
AMXM - SCM and the Chief, AMC Security Support Division, ATTN
AMXM - SD.

AR 380-53, dated 29 April 1998 is supplenented as foll ows:

Page 2. Paragraph 1-41, Commanders of MACOMs.
Add the follow ng as paragraph 1-4i(5):

(5 Wthin the Arny Materiel Comrand, the Commandi ng
Ceneral’s single designee for Information Systens Security
Monitoring is the Deputy Chief of Staff for Intelligence
(DCSINT). The DCSINT will:

(a) Prepare, publish and maintain AMC I SS nonitoring
policy.

(b) Review and forward to Headquarters, Departnent of the
Arny, all requests for |ISS nonitoring, including any network
penetration and verification conducted as part of a Conputer
Def ense Assi stance Program (CDAP), within the National Capitol
Regi on (NCR) (see al so para 2-10b, basic regulation).

(c) Review and approve techni ques and procedures for
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conducting ISS nonitoring in AMC.

(d) Certify personnel who are to supervise or conduct |SS
monitoring (see para 3-3d & e, basic regulation).

(e) Ensure the notification procedures for |ISS nonitoring,
as provided in para 2-5, basic regulation, are inplenented and
adhered to.

(f) Ensure that personnel authorized to conduct ISS
nmonitoring conply with the provisions of AR 380-53 and this
suppl enent .

(g) Ensure the products of ISS nonitoring are used for
their intended purposes only.

(h) Coordinate all MSC and SRA related I SS nonitoring
i ssues within the Headquarters, and, as required, wth HQDA

(1) Provide security oversight for ISS nonitoring
t hr oughout the command. This will be done through security
assi stance visits, and SSD i nspecti ons.

(j) Performbiennial certification of notification
procedure actions under chapter 2, basic regul ation.

Page 2, Paragraph 1-4i(6).
Add the follow ng as paragraph 1-4i(6):

(6) The AMC Chief Information Oficer (CO wll
coordi nate all Conputer Defense Assistance Program ( CDAP)
requests that include network penetration and verification
(Phases 5 and 6 in the CDAP Process) with the DCSINT to ensure
that they neet the requirenments of AR 380-53.

Page 2, Paragraph 1-4j.
Add the follow ng as paragraph 1-4j(7):

(7) Al AMC MsSC Commanders and SRA directors w |l appoint
a single designee to act as the focal point for all 1ISS
monitoring within that command or activity. The nane, grade,
of fice synbol, mailing address, telephone nunber and e-nai
address of each designee will be provided to HQ AMC, ATTN
AMXM - SCM This information will be updated whenever a change
occurs.
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Page 2. Paragraph 2-2 (bjectives.
Add the followi ng as paragraphs i through I|:

i To inprove the I SS posture of AMC units and
organi zati ons by ensuring that only non-sensitive unclassified
defense information is discussed or transmtted over or
processed by non-secure infornmation systens.

] - Assist in determining the effectiveness of AMC
Operations Security (OPSEC) and security education and training
prograns. All personnel should realize that information systens
security nonitoring is an ‘after the fact’ function. If itens
of a sensitive or classified nature are discussed or transmtted
on a non-secure system the information is |ost, whether or not
a friendly nonitoring elenent noted it. The AMC goal is
awar eness, protection and enphasis on using our information
systens correctly to deny any unaut hori zed person, group, or
nation information that nmay be used to harm us.

K. Provide an effective tool to enhance force protection.

| . Encourage all AMC personnel to enploy secure
i nformati on systens whenever possible.

Page 3, paragraph 2-4a.
Add the following at the end of the first sentence in paragraph
2-4a:

MSC Commanders will ensure that requests for certification
arrive at the AMC DCSINT no later than 1 July of each odd-
nunber ed year.

Page 4. Paragraph 2-6 Conduct of Information Systens Security
Moni t ori ng.
Add the follow ng as paragraphs e & f:

e. | SS nonitoring will NOT be conducted on any
t el ecommuni cati ons containing privil eged doctor-patient, |awer-
client, chapl ain-petitioner, or inspector general
conmuni cat i ons.

f. The AMC DCSINT will be notified of all ISS nonitoring
conducted within the command a m ni nrum of 30 days PRIOR to
commencenent of the nonitoring.
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Page 5. Paragraph 2-10b.
Add the followi ng at the end of paragraph 2-10b:

Al'l requests for 1SS nonitoring within the NCRw Il arrive
at the AMC DCSINT a m ni mum of 60 days prior to the date
nmonitoring i s desired.

Page 5, Paragraph 2-10d.
Add the followi ng at the end of paragraph 2-10d:

Al'l requests for ISS nonitoring of official governnent
t el ecommuni cati ons systens outside DOD will arrive at the AMC
DCSI NT a m ni nrum of 60 days prior to the date nonitoring is
desired.

Page 5, paragraph 2-10e(1).
Add the followi ng at the end of paragraph 2-10e(1):

Al'l requests for 1SS nonitoring of U S. Governnent
contractors at their ow facilities will arrive at the AMC
DCSI NT a m ni nrum of 60 days prior to the date nonitoring is
desi red.

Page 5, paragraph 2-10e(2).
Add the follow ng at the end of paragraph 2-10e(2):

For all AMC organi zations and activities, this request wll
be revi ewed by the supporting Judge Advocate.

Page 5, paragraph 2-10g.
Add the follow ng at the end of paragraph 2-10g:

Any requests by AMC activities to nonitor the
t el ecommuni cati ons of other MACOVs or DOD conponents will be
forwarded to the AMC DCSINT a mi ni num of 60 days prior to the
date nonitoring is desired.

Page 6, paragraph 2-10i.
Add the follow ng at the end of paragraph 2-10I:

as well as | G comuni cati ons.
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Page 6, paragraph 2-10l.
Add the followi ng at the end of paragraph 2-10l:

Requests for exception, fully justified, will arrive at AMC
DCSI NT a m ni num of 60 days prior to the date nonitoring is
desired.

Page 6, paragraphs 3-3d(1).
The following will be added at the end of paragraph 3-3d(1):

A copy of this certification will also be maintained on
file in the MSC command security offi ce.

Page 6, paragraph 3-3e(3).
Add the followi ng to paragraph 3-3e(3):

Requests to use untrai ned personnel will arrive at the AMC
DCSI NT a m ni nrum of 30 days before the desired date nonitoring
operations are to comence.

Page 6, paragraph 3-3j.
Add the foll owi ng between “be” and “granted”:

...requested through command channel s and..

Page 8, paragraph 3-5f.
Add paragraphs (1) & (2) at the end of paragraph 3-5f:

(1) AMC nonitoring activities wishing to maintain ISS
wor ki ng materials |onger than 30 days nust provide a fully
justified request in witing to the AMC DCSINT no | ess than 5
wor ki ng days before the end of the original 30 day peri od.

(2) Any request to naintain I SS working materials beyond
the additional 30 days referred above will arrive at AMC DSCl NT
a mnimum of 15 working days prior to the end of the AMC
approved 30 day extension.

Page 8, paragraph 4-2a.
Add the followi ng after the words “conmand channel s” in the
second sentence:

(with an information copy to HQ AMC ATTN. AMCM )
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The proponent for this supplenent is the Deputy Chief of Staff
for Intelligence, US. Arny Materiel Command. Users are invited
to send conmments and suggestions for inprovenent in DA Form 2028
format to the Commander, USAMC, ATN. AMXM, 5001 Ei senhower
Avenue, Al exandria, VA 22333-0001.

FOR THE COMVANDER:

OFFI Cl AL: CHARLES C. CANNQN, JR.
Maj or General, USA
Chi ef of Staff

CAROLYN GEBRE
Acting Chief, Printing and
Publ i cati ons Branch
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